M A Y 2 0 1 8





[ A D D C O M P A N Y ' S L O G O]






[ N A M E	O F	B U S I N E S S] ' S
B U S I N E S S
C O N T I N U I T Y P L A N





















+ 9 9 9 - 9 9 9 - 9 9 9 9

w w w . r e a d y . g o v / b u s i n e s s 9 9 9  Bu s i n e s s  A v e .  b u s i n e s s c o n t p @ g m a i l . c o m







Template Structure
and Instructions
In each section of the template, there are instructions, sample verbiage, and references to worksheets that might be helpful in gathering data necessary to develop a Business Continuity Plan. Ready Business is a critical online resource to help businesses develop preparedness programs and plans. In addition, your local emergency management office and fire marshal office can provide an essential resource for assisting in the planning process and assessment of your facility.

Visit https://www.ready.gov/business and your local emergency management website for more information about preparing your business.

Instructions are in bold and italics to distinguish them from other parts of the template. These instructions should not appear in the final plan.
Sample verbiage or language is provided to assist in developing the plan. The sample language provided in the template should be expanded, deleted or modified as necessary to fit the needs of your business using the template. This includes tables, charts, checklists or other tools within the template.
The appendix included are to help identify information needed in the development of the business continuity plan. They are primarily tools to assist in gathering raw data that should then be summarized for entry into the plan. It is not mandatory to include the worksheets in the plan.


Finally, please customize the template by utilizing appropriate logos or seals. Do not forget to take out <insert name of business> throughout the template.
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[bookmark: Section_I:_Introduction][bookmark: _bookmark0]Section I: Introduction


Disasters have the potential to devastate a business’ economic and social well-being. Emergency planning done on the front-end often determines how quickly a business will return to its normal operations, when a disaster strikes. A commitment to planning not only supports the business and its employees, in addition it helps the customers, community, and the local economy. Though each emergency and situation is unique, any business can be better prepared if it plans carefully, put emergency procedures in place, and practice for emergencies of all kinds. The introduction section outlines the company’s mission statement and explains the importance of Business Continuity Planning (BCP) in ensuring continued operations of your business. It also discusses the purpose and overall objective of business continuity planning. Sample language is provided below. Lastly, the situation section addresses the factors that might affect and influence all continuity planning scenarios, such as number of personnel who could potentially be affected, whether the agency is located in a rural or urban area, size of the primary facility

The [name of business]’s mission is to [enter mission statement]. To accomplish this mission, [name of business] must ensure its operations are performed with minimal disruption during emergencies or incidents that disrupt normal operations. The [name of the business] recognizes that it must be prepared for any and all emergencies. As such, [name of the business]’s Business Continuity Plan provides guidelines and instructions to facilitate the resumption of its critical operations, functions, and technology in a timely and organized manner.

The purpose of the Business Continuity Plan (BCP) is to prepare and enhance [name of the business]’s ability to resume, maintain, and restore functions and/or services in the event of a disaster or emergency. [Name of business] recognizes that business continuity planning is a critical process in protecting employees, customers, and business investment. Thus, this document establishes the [name of business]’s Continuity procedures for addressing a variety of disruptions that could occur. This business continuity plan is intended to be implemented when there is an event that disrupts normal business operations. This plan defines [name of the business]’s critical services and functions to ensure they can be continued and/or recovered when normal operations are disrupted.

The [name of the business] recognizes that in order for the plan to be effective, exercises and trainings of this plan must be carried out on an [annual basis]. Additionally, updates to the plan and all associated checklists, forms and procedures will be made on an [annual basis] in concert with the City of Colonial Heights Office of Fire Marshal and Office of Emergency Management.

A. [bookmark: A._Scope_&_Objectives][bookmark: _bookmark1]Scope & Objectives
This business continuity plan applies to all employees and (volunteers) if applicable assigned or employed to [name of the business].

The objective of [name of the business]’s Business Continuity Plan is to outline and coordinate the continuation or recovery of critical business functions in the event of a disruption or disaster. Primary objectives of this plan include:

· Identify and assess hazard and threats
· Define and prioritize critical business functions
· Detail response to a critical incident
· Detail strategies and actions to be taken to continue normal operations
· Review and update this plan on an annual basis


· [Add/Remove objectives based on your business]

B. [bookmark: B._Situation][bookmark: _bookmark2]Situation

The following situations impact [name of business]’s business continuity planning efforts:

· [Name of business] is located in (insert name of City or County), Virginia, [a complex urban environment, within several blocks of Capital Square].

· [There are approximately 30 employees, and typically ten to twenty agency visitors in the facility on a daily basis].

· [The agency’s primary facility is located adjacent to interstate that carry hazardous materials].

· [Add/Remove situations based on your business]


[bookmark: Section_II:_Business_Impact_Analysis][bookmark: _bookmark3] Section II: Business Impact Analysis	


This section addresses the hazards and threats that might affect and influence your business continuity, such as flooding, fire, vandalism and other potential risk. Below are examples of information that could be included. Please revise to reflect any situations that affects your business. The City of Colonial Heights Office of Emergency Management and the City’s Office of the Fire Marshal can provide a resource in understanding the hazards and threats of your business and the jurisdiction

Determining the types of incident which will impact [name of business], is critical in continuing functions, services, and business as usual. Through conducting a risk assessment and business impact analysis, [name of business] can identify and prioritize potential risk. determine the potential impact, and invest and implement recovery strategies. Through substantial planning, [name of business] can reduce the likelihood of a disruption, shorten the period of the disruption, or limit the impact to the delivery of the organization’s service and functions.
A. [bookmark: A._Risk_Assessment][bookmark: _bookmark4]Risk Assessment

This section of the [name of business]’s Business Continuity Plan identify, assess, and prioritize the risk and threats that adversely affect business continuity. For planning purpose, risk is defined as an ongoing or impending concern that has a significant probability of adversely affecting business continuity. Also, the terms “risk” and “threat” have the same meaning and are interchangeable.

The table below identifies and prioritizes each risk by quantifying the possibility of occurrence, the potential to disrupt business, and the probability of its impact.
a. [bookmark: a._Table_1._[Name_of_Business]’s_Risk_As][bookmark: _bookmark5]Table 1. [Name of Business]’s Risk Assessment

	

Risk/Threat
	

Consequence
	
Likelihood of Occurrence [0-None, 1-2 Low, 3-4
Medium, 5 – High]

	NATURAL
	
	


 (
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Hurricane/ Tropical Storm
	Building damage Loss of electricity
Loss of communications Trees down, roads blocked
Flooding
	

-

	
Tornado/High Winds
	Building damage Loss of electricity
Loss of communications Trees down, roads blocked
	-

	

Lightening
	Fire
Loss of electricity Damage to computers and electrical equipment
	

-

	

Flooding
	Denial of access to building Building damage Equipment damage
Loss of HVAC Roads blocked
	

-

	
Extreme heat or cold
	Impact on personnel/families HVAC outage
Loss of utilities
	
-

	

Snow/ice storm
	Roadways impassable Building damage
Wires down (phone, electric, broadband-internet) Supplies/vendors can’t deliver
	

-

	Illness: public health emergency
	Impact on personnel/families
	-

	INTENTIONAL ACTS
	
	

	Theft
	Missing tools, equipment
	-

	
Vandalism
	Damage to building Damage to tools, equipment
	
-

	
Cyber Attack
	Damage/loss of data Virus, worm, etc.
Computer/network damage
	
-

	

Workplace Violence
	Injury/death Emotional impact on personnel/families Denial of Access
	

-

	

Terrorism
	Injury/Death Emotional impact on Personnel/Families Denial of access
	

-


 (
[Name of Business]’s Business Continuity Plan | 
5
)


	
Civil Disturbance
	Damage to building Limited access to building
	
-



* Your business should tailor your risk assessment table to the hazards and threats which affect business continuity and operations. As stated above, your local emergency management office can provide a wide range of resources for business continuity planning.

B. [bookmark: B._Business_Impact_Analysis][bookmark: _bookmark6]Business Impact Analysis

The business impact analysis process allows [Name of Business] to identify and prioritize the critical functions and services that are necessary to continue operations. Utilizing the information provided by the risk assessment, [Name of Business] can assess the identified risks and impacts in relation to critical activities and determine basic recovery requirements. In this plan, critical activities are defined as primary business functions that must continue in order to support continuation of services and functions in case of disruption. [Name of Business]’s Business Impact Analysis identifies the operational and financial impacts resulting from the disruption of business functions and processes.
This information provides a basic framework in evaluating a disruption impact on business functions, which can establish basis for investment in recovery strategies as well as investment in prevention and mitigation strategies.

The [Name of Business]’s Business Impact Analysis Table below identifies and prioritizes each risk by quantifying the possibility of occurrence, the potential to disrupt business, and the probability of its impact:

· Asset or Operation at Risk (People, information technology)

· Hazard (Risk/threats identified and prioritized in the Risk Assessment)

· Scenario (Identify timing, location, magnitude when interruption would have the greatest impact)

· Operational Impacts (Lost sales and income, negative cash flow, increased expenses, customer dissatisfaction)

· Financial Impact (Quantify operational impacts in financial terms)

· Recovery Strategies (the measures to limit business disruption and continue operations)
 (
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a. [bookmark: a._Table_2._[Name_of_Business]’s_Busines][bookmark: _bookmark7]Table 2. [Name of Business]’s Business Impact Analysis


	Asset or Operation at Risk
	Hazard
	Scenario (Location, Timing, Magnitude)
	Operational Impacts
	Financial Impacts
	Recovery Strategies

	
People
	
Hurricane
	Prior to Rush Hour, Central Virginia area Category-2,
	Lost sales, increased expenses,
	
-
	Ensure the safety of customers and
employees (closing business)

	
Systems/Equipment
	
Utility Outage
	Power outage/card machine not working/ prime business time
	Lost of sales and income, customer dissatisfaction
	
-
	
Redundancy through alternative card machine, notify
customers cash use only

	
-
	
-
	
-
	
-
	
-
	
-

	
-
	
-
	
-
	
-
	
-
	
-

	
-
	
-
	
-
	
-
	
-
	
-

	
-
	
-
	
-
	
-
	
-
	
-

	
-
	
-
	
-
	
-
	
-
	
-




[bookmark: Section_III:_Roles_and_Responsibilities][bookmark: _bookmark8]Section III: Roles and Responsibilities	


This section identifies key personnel within the agency and their responsibilities and positions during COOP plan implementation. Examples are listed below. Please revise based on the responsibilities and positions that have been determined by the agency. If multiple teams exist, each team should be listed individually below

1. Director / Business Owner / Department Head (or Designee):

· Responsible for review and implementation of the Plan.

· Responsible for ensuring their department employees are trained according to the Plan.

· Responsible for providing an up-to-date roll-call list of all employees or volunteers and their conditions/needs for assistance,

· In the event of an emergency, [Directors] are to assemble [pre-determined location where everyone can safely gather] to oversee initial emergency actions and communicate with responding emergency personnel.

· Responsible for ensuring that all medical information concerning employees and/or citizens is kept confidential and released only to the appropriate employees and/or authorities.

2. Supervisors (or whomever assigned to):

· Responsible for assisting with or coordinating training to ensure employees are familiar with their responsibilities in the plan as it pertains to their duties

· Assist and oversees the roles and responsibilities of the [Director] in their absence.

3. Employees (or Volunteers):

· Responsible for attending assigned training.

· Responsible for following all procedures in the Plan.

· Responsible for responding to all emergencies and/or evacuating the building in an orderly manner, while giving aid to those in need.
 (
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[bookmark: Section_IV:_Activation_and_Communication][bookmark: _bookmark9]Section IV: Activation and Communication Procedures


This section addresses your business’s general process for activation, relocation, and alert and notification procedures. Sample language is provided below. If alert and notification procedures and processes are currently in place, reference where those procedures are located or insert them here. Detailed checklists for alert and notification should be provided in your plan.

[Name of business]’s Business Continuity Plan is initiated by an event that causes a disruption to its essential functions and/or services. The [business owner/manager] can declare a risk to employee and customer safety, potential disruption to normal business services, and initiate the implementation of the BCP. This section describes broadly how [Name of business] will alert and notify personnel, vendors, or customers of a disruption. Whether the event occurs with or without warning, [Name of business]’s mission statement and Business Continuity Plan is to ensure the safety and security of the customers, employees, and facility.

A. [bookmark: A.__Plan_Activation_during_Normal_Busine][bookmark: _bookmark10]Plan Activation during Normal Business Hours
If a crisis occurs during working hours, it may be necessary for all personnel at the facility to evacuate the building. In this case, all employees should exit the building at the appropriately marked “EXIT” signs and proceed to the primary assembly point.

Personnel should remain at the primary assembly point until a determination is made whether or not a crisis declaration will be made. Once at the assembly point:

· Initiate headcount and make note of missing and / or injured employees; and
· Report missing and/or injured employees to the [Business Owner/ Shift Manager]

If it is determined that the facility cannot be re-entered, the [Business Owner or Shift Manager] will inform personnel what to do. The employees may be instructed to go home to await further instructions or to activate the BCP. Further communications, such as instructions on where and when to report for work will be performed utilizing the communication procedures detailed below.

B. [bookmark: B._Plan_Activation_outside_Normal_Busine][bookmark: _bookmark11]Plan Activation outside Normal Business Hours
If a crisis occurs outside normal business hours, the [Business Owner/Shift Manager] will activate the BCP using the communication procedures detailed below.
[bookmark: a._Internal_Communication_Procedures][bookmark: _bookmark12]a. Internal Communication Procedures
[Business Owner/Shift Manager] should determine the best methods for disseminating communications to staff. [Sample table of an “Employee Contact List” is listed in the Appendix].

	Employee Communication Methods

	1
	Phone Call w/ Voicemail (Home/Mobile)

	2
	Text Messaging

	3
	Alert System?





[bookmark: Section_V:_Business_Continuity_Strategy][bookmark: _bookmark13]Section V: Business Continuity Strategy



This section of your Business Continuity Plan describes the strategy devised to maintain business continuity in the event of a facilities disruption. This strategy would be invoked should your primary business facility be damaged or inaccessible and/or critical functions and services are disrupted.

Following the occurrence of an event adversely impacting the ability to operate, decisions regarding continuity and/or recovery of operations will be made. The decision will be based on the results of the damage assessment, the nature and severity of the event and other information supplied by staff, emergency responders or inspectors. If [name of business] experiences major damage, loss of staffing, a dangerous response environment or other problems that severely limit its ability to meet needs, [business owner or shift manager], in consultation with other leadership, may [relocate operations or temporarily closed the business].

In the case of a disruption or emergency, the primary strategies to resume functions and/or services in a timely manner include:
· Resume business functions in priority sequence based upon the classification and criticality of the function.
· Purchase and acquire equipment, supplies and travel arrangements needed for the resumption effort.
· Temporarily eliminate non-critical functions, as necessary, to support the resumption efforts.
· As applicable, utilize personnel from other sites to support the resumption efforts.


[bookmark: Section_V:_Training,_Testing,_and_Exerci][bookmark: _bookmark14]Section V: Training, Testing, and Exercises


This section discusses the training, testing and exercise activities of the plan and personnel. Sample language is provided below. Tailor this section to reflect the practices of your business.

The [Business Owner] along with the [Shift Manager] or designee must identify and assist in the development and implementation of training for personnel to ensure an effective and efficient execution of [name of business]’s Business Continuity Plan. [Shift Manager/Supervisor] must review the plan with each employee covered by the plan at the following times:
· Upon initial development of the plan,
· Whenever the employee’s responsibilities or designated actions under the plan change,
· Whenever approved changes are made to the plan,
· Whenever a new employee is assigned, hired, or transferred to a unit within [name of business].

Immediate [supervisors] must review the Plan with each employee upon initial assignment, those parts of the plan that the employee must know to protect him or her in case of an emergency. This written plan will be posted in each [facility/department] and easily accessible to all employees at all times.


[Name of business] will make every attempt to undertake initiatives for developing and conducting exercises. This will increase the awareness of available resources, understand any gaps within [name of business]’s Business Continuity Plan, and ensures the safety and security of employees and customers. [Name of business] acknowledges regularly scheduled exercises are critical to ensuring that the Continuity Plan can be implemented during an event.

[bookmark: Section_VI:_Plan_Maintenance][bookmark: _bookmark15]Section VI: Plan Maintenance


This section discusses the activities associated with maintaining your Business Continuity Plan. It is important to set up a maintenance timeframe and assign responsibility to ensure that it is completed. Sample language and a sample maintenance schedule are provided below.

The development of a detailed business continuity plan is an ongoing exercise. The business changes over time as does the staff complement. It is therefore vital that any given recovery plan reflects the current status of the business. [Name of business]’s Business Continuity Plan will be updated at least annually but more often if personnel change, equipment changes or new processes are instituted for protecting vital records.


[bookmark: Section_VII:_Appendices][bookmark: _bookmark16]Section VII: Appendices



Specific procedures for various emergencies are outlined in the Appendix below. Your business’s appendix should also include: a layout of your facility, a diagram of the location of portable fire extinguishers, AED’s and emergency evacuation routes for each floor, emergency contact list, and employee contact list. Sample language and checklist below. Please tailor information to your business.



Appendix A. Emergency Routes





INSERT LAYOUT / EVACUATION ROUTES OF YOUR BUSINESS
[image: ]




Appendix B. Employee Contact List


	Employee Name
	Title / Responsibility (Inc. Succession)
	Home / Cell Number
	Personal Email Address

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



Appendix C. Incident Action Plan
1. FIRE EMERGENCY Action taken:
1. Go to the nearest fire alarm pull station and pull it – immediately notify the staff that they
must quickly and calmly evacuate the building. Go to the nearest exit (primary or alternate) away from the fire and evacuate the building.
2. If the fire alarm doesn’t sound:
a. Inform your supervisor of the situation.
b. Have everyone begin to evacuate the building calmly.
c. Go to the floor below and call 911 or 9-911 if on a PBX) – at this time provide the dispatcher with the following:

i. Name of the facility:	[Name of the building]
ii. Address of facility:	[Address of the facility]
iii. Name of caller:	[Your Name]
iv. Situation:	Tell the dispatcher if there are injuries, the size
of the fire or other pertinent information.

d. Alert other departments and evacuate the building.

3. Can the fire be put out? – If there is a second employee on duty, that employee should assess the situation and use a portable fire extinguisher to control the fire. If it is in the incipient stage (just starting: no larger than a trash can) use a portable fire extinguisher or a fire is spreading beyond the point of origin, the employees will evacuate the building immediately.

4. Exit through the nearest exit (primary or alternate) away from the fire. Use the stairway exit nearest the department. Do not use the elevators. If you are at your desk, bring your coat and car keys. If you are not, do not go back to get them.

5. Assembly in your designated assembly area (See Appendix B Areas of Assembly.) – In the event of a fire emergency that requires evacuation of your building, all employees, volunteers, and patrons will assembly in their designated assembly area.

6. Perform a roll-call - Your Floor Emergency Team members will perform a floor roll-call to ensure that everyone is accounted for. They will then provide communications and updates between your group and the directors of the agencies (or their designees at the established assembly point.

7. Stay where you are – Do not leave your assembly area unless a member of your Floor Emergency Team has cleared you to do so.

2. Loss of Utilities

Action Taken
1. Notify the appropriately utility company

2. Information every one of the problem – The senior departmental employee on duty shall inform the staff and visitors of the problem.

3. If the water comes back on – If the water supply is restored within one hour, the staff activities may proceed as scheduled.

4. If the water doesn’t come back on – If the water supply has not been restored after one (1) hour, or the source of the problem cannot be identified, the senior department employee shall coordinate with maintenance and security for further instructions.

5. Follow the directions of the [senior leadership].

3. Severe Weather

What’s Severe Weather?
Heavy Thunderstorms; High Winds; Lightning; Snow and Ice Storms; Hurricanes; and Tornadoes.

Action Taken:
Advance Warning:
1. Begin preparations immediately – If advanced warnings and severe weather are known, begin preparations immediately!

2. The senior employee will brief all staff to remain calm and stay away from windows and doors. In a thunderstorm or lightning conditions, employees and visitors must not operate electrical equipment or use the telephone.

3. If there is sufficient advanced warning, everyone should survey the surrounding grounds and bring loose equipment and objects (trashcans, chairs, tables, etc.) inside the building.

a) Any items, which cannot be brought inside, should be secured to the ground or a fixed object as best as possible. This will reduce the potential for flying objects to cause injuries or property damage.
b) Do not subject yourself to potential injury just to secure equipment. Everyone must go inside as soon as weather conditions make remaining outside hazardous to personnel.

What about Extremely Severe Weather (Hurricane, tornado, etc.)?

If the weather becomes extremely severe or there is information or reason to believe that a hurricane or tornado is passing through the area, everyone will:

1. Calmly and quickly move to the designated areas of refuge in the building, and;

2. Perform a roll-call – [Shift Manager] will perform a floor roll-call to ensure that everyone is accounted for. They will then provide communications and updates between your group and the senior staff.

3. Stay in the designated areas of refuge until the danger has passed. Senior employee on duty will make the determination to return to work based upon coordination with their Administration.

4. Blackout Conditions
In the event of a blackout the building’s emergency generator will activate.

If it is a true blackout of power, all electric lights and streetlights in adjacent and surrounding buildings will be off!

Action Taken

1. Remain Calm – If the blackout occurs during the hours of darkness or reduced visibility, the senior departmental employee-on-duty shall inform the staff of the problem and ask that they remain calm, stay together, and to not move about.

2. Staff must ensure that all electrical appliances and lights are turned off – To avoid a power surge and possible damage to circuits or equipment when the power is restored.

3. If the blackout has not been restored with the activation of the generator or the source of the problem cannot be identified, the senior departmental employee on-duty will coordinator with Security Services for further instructions.

4. Leave in a quiet and calm manner in the event that the power cannot be restored and employee are sent home.

5. Workplace Violence What is it?
Any intentional act that inflicts, attempts to inflict, or threaten to inflict bodily hurt on another person or that inflicts, attempts to inflict, or threatens to inflict, damage to property, whether committed by an employee or by anyone else and which occurs in the workplace, at a business site location or while an employee is engaged in company business. A workplace is composed of all company property and any other locations where employees are performing their work.

Who is Responsible?

Everyone is responsible for responding promptly to Workplace Violence. All staff members are encouraged to take appropriate measures to protect themselves and personal property and report Workplace Violence incidents or concerns to their supervisor. Supervisors are responsible for responding to the concerns of employees pertaining to threatening or intimidating behavior from internal and external customers. All staff members are responsible for cooperating when emergency response procedures are activated.

Actions Taken – (Threatening or Violent Situations)

a. If possible immediately call 911 or 911 and provide the following information to the emergency dispatcher

Site Name/Address	[name of business]
Address, floor number, location

Situation: Describe the situation in detail and whether dangerous weapons/firearms are involved and any other pertinent information.

b. Activate the fire alarm – Evacuate through the safest exit (primary or alternate) to the corresponding assembly area for accountability.

c. Remain outside – until emergency personnel arrive. Do not take any actions that may result in further escalation of the situation.

d. Return to work – only after being cleared to do so.

Appendix D. Emergency Contact List
A. Fire or Police	911
B. Emergency Medical Services…	911
C. Local Emergency Management………………………………………………….5376 D. Security Desk………………………………………………………….(your number) E. Maintenance……………………………………………………………(your number) F.    Poison Control Center	9-1-800-222-1222
G.  Gas Leak	911
H.   Dominion Virginia Power………………………………………9-1-800-667-3000 I.	Public Utilities…………………………………………………….……..9-520-9393
J. Public Works……………………………………………………………..9-520-9334
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